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a matter of when, not if

Source: 2021 AFP Payments Fraud and Control Survey Report

58% - Accounts Payable

15% - Treasury

7% - CEO, COO, CFO or other C-Suite Executive

5% - Procurement/Sourcing

5% - Human Resources/Payroll Dept.

5% Accounts Receivable

5% - Other

Departments Most Vulnerable to
Being Targeted by BEC Fraud
(Percentage Distribution of Organizations)



payment methods impacted by fraud

Source: 2022 AFP Payments Fraud and Control Survey Report

66% Checks66%

37% ACH Debits34%

2021          2020

Payment Methods 
Subject to Attempted 
or Actual Fraud
(Percent of Organizations) 

3% 3% ACH Credits



virtual cards are a safe option



payments fraud



three types of fraud

BUSINESS EMAIL 
COMPROMISE

VENDOR IMPERSONATION PHISHING



What is Business Email 
Compromise?

Scam artists use emails to dupe 
accounting departments into transferring 
funds to illegitimate accounts.

Fraudsters spoof URLs and send emails 
pretending to be vendors or company 
senior management requesting either a 
change in bank account information or a 
transfer of funds to a fraudulent account. 



BEC statistics
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What is Vendor 
Impersonation?

Fraudsters send fake emails to 
companies asking for payment





sign of a fraudster
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What is Phishing?

Fraudsters send a fake message 
designed to trick a victim into 
revealing sensitive information so 
the attacker can expose the 
victim’s device to malicious 
software, get their credit card 
information and passwords. 
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practical steps
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